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Step| Process

1 User tries to access the jump host using RDP - results in a failure

2 User elevates access using Entra PIM

3 | CA Policy that controls PIM elevation kicks in. User to meet the conditions

4 | User will be added to the PIM group

5 | Thisisthe access group provided in the RDP app for Private Access

6 | User now tries to access the jump host using RDP

7 GSA client in the endpoint will make a connection to the GSA cloud in Entra and will
look for the traffic forwarding profile, app, protocol

3 CAP 2 will kick in as the user is attempting to access an app governed by Conditional
Access. User to complete the process

9 | GSA cloud will open the tunnel from the On-premises Jump host to the user’s endpoint
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